Abstract. Quantum key distribution can be performed with practical signal sources such as weak coherent pulses. One example of such a scheme is the Bennett-Brassard protocol that can be implemented via polarization of the signals, or equivalent signals. It turns out that the most powerful tool at the disposition of an eavesdropper is the photon-number splitting attack. We show that this attack can be extended in the relevant parameter regime so as to preserve the Poissonian photon number distribution of the combination of the signal source and the lossy channel.
Introduction
Quantum key distribution (QKD) allows us to generate a long secret, shared key between two parties, conventionally named Alice and Bob, from a short initial secret key. Part of this newly generated key can then be used up by sending an unconditionally secure secret message via the one-time pad, also called the Vernam cipher [1] . The remaining part is retained to repeat the QKD protocol to generate a new key. The first complete protocol is that by Bennett and Brassard, BB84 [2] , although Wiesner formulated the basic ideas earlier [3] .
In ideal QKD protocols we are required to use particular states for which the preparation is beyond our present experimental capability, such as single-photon states on which we can imprint signals in the form of specific polarizations. For example, for the BB84 protocol we would use two pairs of orthogonal polarizations, e.g. horizontal/vertical linear polarization and right/left circular polarization.
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designed to allow to measure higher moments of the photon number distribution. In this paper, we shall show that is possible to extend the PNS attack such that the complete photon number statistics, as seen by Bob, is indistinguishable from that resulting from weak laser pulses and a lossy channel. This result holds in the relevant parameter regime of mean photon number µ of the Poissonian photon number distribution of the weak laser pulse and of the transmission factor η of the quantum channel. Therefore, in the relevant parameter regime, the extended PNS attack allows the eavesdropper to remain undetected even if Alice and Bob measure the complete photon number distribution. One important consequence of our result is that the yield of secure bits as given by the unconditional security proof in [11] cannot be increased by monitoring the received photon number distribution.
Extended PNS attack
We consider a photon source emitting signals with a Poissonian photon number distribution with mean value µ. Weak laser pulses are well described by Fock states with this photon number distribution, but our analysis can be extended to other distributions. The quantum channel is described by a single-photon transmission efficiency η. As a reminder, this efficiency refers to the accessible loss, meaning that detection inefficiency or minimum loss in the channel is not included here. Then we again find at Bob's end of the quantum channel a Poissonian photon number distribution with mean photon number µη, that is
On the other hand, the PNS attack described above will give another photon number statistics. Let Eve cut out the accessible loss and perform the PNS attack in which she blocks a fraction b of the single-photon signals. Then we find a resulting photon number distribution that is not Poissonian, namely
As a first step to remain undetected, Eve adjusts b to match the number of vacuum signals of the PNS attack to that of the lossy channel, P loss [0] = P P NS [0] . This leads to the expression Table 2 . Example for the photon number distribution of a lossy channel and of the matched PNS attack. The parameters are µ = 0.4 and η = 0.4, resulting in b match = 0.68. Within the non-vacuum signals the fraction of single-photon signals is too high initially by 2.6% in P match . Therefore we cannot match P match to P loss by extracting more photons from multi-photon signals. single-photon signals, but also multi-photon signals to match P loss [0] = P P NS [0] . This is only to Eve's advantage, as we shall see later on. For now we concentrate on the case where it is sufficient for Eve to block only single-photon signals.
In this situation, with the appropriate choice for b, the photon number distribution after Eve's attack takes the form
This photon number distribution is not Poissonian (see the two examples in tables 1 and 2). The question is whether Eve can make it Poissonian without losing any advantage of the PNS attack, so her goal is not only to match the probability of non-vacuum signals, but to match the whole photon number distribution. It is easy to come up with a possible solution: Eve can extract not only one, but two or more photons from pulses depending on the photon number in each pulse. If she does not empty a pulse completely, then the initial match of the non-vacuum signals via the parameter b will not be disturbed and Eve's information about the signals remains unchanged. With this method it is possible to implement all redistributions of 44.5
probabilities from higher to lower photon numbers, but no redistributions the other way round. Therefore the necessary and sufficient condition for the redistribution to be possible between an input distribution P in [n] and an output distribution P out is that
is satisfied for all n. To see that this is indeed the relevant condition let us define d n as the difference of the two probability distributions for given n,
The meaning of d n is that of an excess probability for the photon number n. Clearly, we require d 0 ≤ 0 since we cannot transfer vacuum states to non-vacuum states. Now we can interpret
as the required flow of probability into the photon number interval [0, n] from higher photon numbers. It is necessary that D n ≥ 0 for all n, otherwise we would need to insert photons into signals rather than extracting them. To see that equation (5) is indeed sufficient, note that D n can be viewed as a prescription to implement the redistribution. For each value of n we find
For In order to work as an eavesdropping attack, we need to make sure that the number of non-vacuum signals remains unchanged. For this reason we made the match of the non-vacuum signals before redistributing the photon number statistics. This guarantees that the information gain by Eve on the signals remains unchanged in this second step. The only change is that of the photon number statistics of the signals arriving at Bob's end of the quantum channel.
Evaluation of extended PNS attack
In this section we shall show that the conditions (5), as applied to our tasks, are satisfied in a parameter regime that we shall show in the following section to be relevant to practical QKD. Thus we show that Eve can mimic a Poissonian photon number distribution even while performing the PNS attack via our extension. Note that d 0 = 0 due to the matching via the blocking parameter b. We shall show that in a relevant parameter regime we find that d n ≤ 0 for n ∈ [1, n l ] and d n ≥ 0 for n ∈ [n l + 1, ∞]. This is sufficient (though not necessary) to fulfil the conditions (5). In other words, with increasing value of n, the difference d n vanishes for n = 0, then takes negative values until for n ≥ n l + 1 it becomes positive. Let us first show by induction that once the function has become positive it will not turn back negative for n ≥ 2 and the parameter regime η ≤ 3/4. Assume that d n ≥ 0 for n ≥ 2. This means µ
44.6 µ η Figure 1 . As a function of the mean photon number µ and the transmission efficiency η, we see the area (grey shade) where the original PNS attack yields fewer single-photon signals than the corresponding lossy channel. In this region the extended PNS attack is successful in that it mimics the lossy channel not only in the fraction of non-vacuum signals but also in the whole photon number statistics.
Then it follows that
We do not need to prove directly that there is some d n l ≥ 0 with n l ≥ 2. Instead, we shall show that in a suitable parameter regime we find d 1 ≤ 0. This proves, together with the normalization ∞ n=0 d n = 0 and d 0 = 0, that there must be some positive d n for n ≥ 2. In other words, for η < 3/4 we find that d 1 ≤ 0 is a sufficient condition to allow a redistribution of the photon number distribution after the PNS attack to make it Poissonian without changing the flow of information between the parties.
The required condition d 1 ≤ 0 can only be analysed numerically. It is given after a regrouping as
The first term describes the fraction of signals containing zero or one photon after the original PNS attack while the second term describes the target value for this fraction. Note that we fixed the fraction of vacuum signals so that this is, indeed, a statement about the fraction of single-photon signals. The region where d 1 is negative is plotted in figure 1 . The border curve shown in figure 1 can be evaluated more closely in the typical regime where µ, η 1. If we expand d 1 in µ, η and neglect terms η k µ l with k + l > 4, then we obtain
so that we find that the value η 0 for which d 1 vanishes can be approximated by As we see from figure 2, this is a good approximation for low photon numbers. Note that the lowest order of the approximation (11) is given by d 1 ≈ −µ 3 /6, which guarantees that the extended PNS attack is always successful as long as µ and η are small. This is mirrored in the infinitely steep rise of the limiting line shown in figure 2 .
What happens if the losses in the quantum channel are so high that it is not sufficient for Eve to block only single-photon signals to match the probability of non-vacuum signals? It turns out that it even simpler to analyse this situation. In this case we extend the PNS attack in the following way: as a first step Eve uses the above-described extension to mimic a lossy quantum channel with the transmission efficiency η lim , which is just the limiting case. This leads to a Poissonian distribution with a mean photon number too high. Then Eve inserts a beam-splitter into the path to Bob that mimics additional loss to bring the total transmission efficiency down the desired value. This means no loss of information on Eve's side, since the first step already assures Eve that she extracts the information about all non-vacuum signals that are subjected to the second step. Therefore, if for parameters (µ, η lim we can extend the PNS attack so as to mimic a Poissonian distribution, then we can also do so for any parameter pair (µ, η) with η < η lim .
The situation (µ, η = η lim ) can be analysed without the help of numerics. Indeed, in this case we find that the anchor of the induction in equation (8) already takes the given form for n = 1 and consequently we can conclude the induction of equation (9) in a similar fashion. In this case, due to the changed range for n, we find in summary that, for η = η lim , the occurrence of d n ≥ 0 for n ≥ 1 implies that d n+1 ≥ 0 as long as η ≤ 2 3 . This simplifies our argumentation, since in this case we have d 0 = 0 and d 1 cannot be positive, otherwise the induction would show that all other d n are non-negative, which would violate n d n = 0. Therefore, a redistribution to Poissonian statistics without information loss is possible for high losses (η ≤ 2/3) in a regime where the PNS attack already gives complete information to an eavesdropper.
Application to security proofs and discussion
From the security proofs [11, 10] we know the optimal choice of the mean photon number µ from the point of view of Alice and Bob. This optimization can be understood starting from the idea that Alice and Bob would like to optimize the gain rate of the QKD process. This gain rate G is 44.8 bounded in a conservative scenario from above as G ≤ 1 2 (S m −p exp ) with S m as the multi-photon probability of the source and p exp as the fraction of non-vacuum signals detected by Bob. The factor 1/2 arises from a sifting state of the QKD protocol and is specific for the BB84 protocol. For other polarization-based protocols such as the six-state protocol [15] we find other factors; however, the reasoning is independent of this factor. For our Poissonian-distributed signals, we find
and this expression is optimized for small values of η by µ opt ≈ η. As it turns out, this value remains approximately optimal in a detailed analysis taking other error sources into account [10, 11] . From figure 1 we find that for these optimal choices and for η below 0.25 Eve can achieve a Poissonian photon number distribution within the PNS attack. In typical experiments we find that photon numbers even higher than the optimal ones are used. This pushes the working point even further away from the critical line in figure 1 . Still, one might wonder whether it is of advantage to choose the mean photon number µ such that the PNS attack cannot be amended to yield Poissonian statistics. This is not clear a priori, but one has to be warned that the goal of optimization is to maximize the gain rate. Therefore, if the change of µ together with the monitoring of the photon statistics can exclude the extended PNS attack as presented in this paper, this might be a Phyrric victory. The gain rate might be lower than for a value of µ that allows the PNS attack.
The statements above are made for a conservative scenario where all loss and all errors are attributed to Eve. It will be desirable to extend this analysis by making assumptions stating that Eve cannot change the dark count rate of Bob's detectors and cannot increase the detection efficiency. In a recent paper, Félix et al [16] approach this problem by studying specific attacks restricting Eve's toolbox. However, it would be necessary to study whole classes of eavesdropping attacks that are defined only by a consistent defined restricted toolbox for Eve. Though we can use studies of specific attacks to develop a feeling for the situation and to find lower bounds on Eve's information (and therefore upper bounds on achievable gain rates), one has to be careful not to interpret the results in the sense of obtainable secure gain rates. It turns out that the rigorous analysis for restricted eavesdroppers is not trivial at all. The analysis in our paper, however, puts some bounds on the results of such an analysis. Once Eve can perform an extended PNS attack such that her action mimics the accessible loss of a lossy quantum channel in both the transmission efficiency and the Poissonian photon number statistics, and she can block all single-photon signals in the process, then the transmission cannot be secure.
At the heart of our paper is the statement that stochastic processes such as loss in a quantum channel can be explained by a rather cunning strategy of a third party, for example an eavesdropper. This means that the eavesdropper can access some preferred signals while suppressing others such that the resulting action is indistinguishable even in principle from a normal lossy channel for given input signals. It is unclear so far what input signals have to be chosen to make such a situation impossible.
